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#1
What was going on when the data was created?









100,480,507 ratings

480,189 users

17,770 movies



<user #, movie #, date of rating, rating>



<user #, movie #, date of rating, rating>





#2
What information can we mix in?







Drugs

Spam

Fraud

Terrorism

Short Calls

Burners

Diversity 
Connectedness





$19.95 + 70min = 82%





• Participant B received a long phone call from the cardiology group at a 
regional medical center, talked briefly with a medical laboratory, 
answered several short calls from a local drugstore, and made brief calls 
to a self-reporting hotline for a cardiac arrhythmia monitoring device.

• Participant C placed frequent calls to a local firearm dealer that 
prominently advertises a specialty in the AR semiautomatic rifle 
platform. He also placed lengthy calls to the customer support hotline 
for a major firearm manufacturer; the manufacturer produces a popular 
AR line of rifles.

• Participant D placed calls to a hardware outlet, locksmiths, a 
hydroponics store, and a head shop in under 3 weeks.

• Participant E made a lengthy phone call to her sister early one morning. 
Then, 2 days later, she called a nearby Planned Parenthood clinic 
several times. Two weeks later, she placed brief additional calls to Planned 
Parenthood, and she placed another short call 1 month after.



“Using public sources, we were 
able to confirm that participant B 
had a cardiac arrhythmia and 
participant C owned an AR rifle.”



#3
What are people thinking about in this context?





Why aren’t people taking 
their medication? 









Male patient 

> 40 years age

Female Physician
70 bps



Some questions to improve answers:

1. What was going on when the data was created?

2. What information can we mix in?

3. What are people thinking about in this context?



Some questions to improve answers:

1. What was going on when the data was created?
<user #, movie #, date of rating, rating>

2. What information can we mix in?
Internet Movie Database (IMDB)

3. What are people thinking about in this context?
Find out their politics, beliefs, and secrets



Robust De-anonymization of Large Sparse Datasets 

Arvind Narayanan and Vitaly Shmatikov
The University of Texas at Austin

We apply our de-anonymization methodology to the 
Netflix Prize dataset, which contains anonymous 
movie ratings of 500,000 subscribers of Netflix, the 
world’s largest online movie rental service. We 
demonstrate that an adversary who knows only a 
little bit about an individual subscriber can easily 
identify this subscriber’s record in the dataset. Using 
the Internet Movie Database as the source of 
background knowledge, we successfully identified 
the Netflix records of known users, uncovering their 
apparent political preferences and other 
potentially sensitive information.



Those fears were highlighted in December, 

when an in-the-closet lesbian mother 
sued Netflix for privacy invasion, 

alleging the movie-rental company made it 
possible for her to be outed when it 

disclosed insufficiently anonymous 

information about nearly half-a-million 
customers as part of its $1 million contest.



Some questions to improve answers:

1. What was going on when the data was created?

2. What information can we mix in?

3. What are people thinking about in this context?



Thank 
You!
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